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1. Overview

Multiple vulnerabilities have been found in Pentaho.

CVE-2020-24664: Reflected Cross-Site Scripting 
The dashboard Editor in Pentaho through 7.x - 8.x contains a reflected Cross-site scripting vulnerability, which
allows an authenticated remote users to execute arbitrary JavaScript code. Specifically, the vulnerability lies in
the 'pho:title' attribute of 'dashboardXml' parameter.

CVSS:2.0 AV:N/AC:L/Au:S/C:P/I:P/A:N 
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N 
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 

CVE-2020-24670: Reflected Cross-Site Scripting 
The Dashboard Editor in Pentaho through 7.x - 8.x contains a reflected Cross-site scripting vulnerability, which
allows an authenticated remote users to execute arbitrary JavaScript code. Specifically, the vulnerability lies in
the 'type' attribute of 'dashboardXml' parameter.

CVSS:2.0 AV:N/AC:L/Au:S/C:P/I:P/A:N 
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N 
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 

CVE-2020-24665: Denial of Service by XML Entity Expansion injection 
The Dashboard Editor in Pentaho through 7.x - 8.x contains an XML Entity Expansion injection vulnerability,
which allows an authenticated remote users to trigger a denial of service (DoS) condition. Specifically, the
vulnerability lies in the 'dashboardXml' parameter.

CVSS:2.0 AV:N/AC:L/Au:S/C:N/I:N/A:P 
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 
CWE-400: Resource Exhaustion 

CVE-2020-24669: DOM Based Cross-Site Scripting 
The New Analysis Report in Pentaho through 7.x - 8.x contains a DOM-based Cross-site scripting vulnerability,
which allows an authenticated remote users to execute arbitrary JavaScript code. Specifically, the vulnerability
lies in the 'Analysis Report Description' field in 'About this Report' section.

CVSS:2.0 AV:N/AC:M/Au:S/C:P/I:P/A:N 
CVSS:3.1/AV:N/AC:H/PR:L/UI:R/S:C/C:L/I:L/A:N 
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 

CVE-2020-24666: Stored Cross Site Scripting 
The Analysis Report in Pentaho through 7.x - 8.x contains a stored Cross-site scripting vulnerability, which allows
an authenticated remote users to execute arbitrary JavaScript code. Specifically, the vulnerability lies in the
'Display Name' parameter.

CVSS:2.0 AV:N/AC:L/Au:S/C:P/I:P/A:N 
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N 
CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 

2. Affected Systems

+ cpe:2.3:a:hitachi:pentaho:7.0 - cpe:2.3:a:hitachi:pentaho:8.3 
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3. Impact

This vulnerability allows an authenticated remote users to execute arbitrary code or to trigger a denial of service
(DoS) condition.

4. Solution

Users and administrators are encouraged to upgrade to fixed version.

Data Management and Analytics 
https://www.hitachivantara.com/en-us/products/data-management-analytics.html

CVE-2020-24664: Reflected Cross-Site Scripting

Remediated in >= 7.1.0.25 
Remediated in >= 8.2.0.6 
Remediated in >= 8.3.0.0 GA 

CVE-2020-24670: Reflected Cross-Site Scripting

Remediated in >= 7.1.0.25 
Remediated in >= 8.2.0.6 
Remediated in >= 8.3.0.0 GA 

CVE-2020-24665: Denial of Service by XML Entity Expansion injection

Remediated in >= 7.1.0.25 
Remediated in >= 8.2.0.6 
Remediated in >= 8.3.0.0 GA 

CVE-2020-24669: DOM Based Cross-Site Scripting

Remediated in >= 8.3.0.9  
Remediated in >= 9.0.0.1 
Remediated in >= 9.1.0.0 GA 

CVE-2020-24666: Stored Cross Site Scripting

TBD 

5. References

5.1 Vulnerability Enumeration

CVE-2020-24664 
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24664

CVE-2020-24665 
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24665

CVE-2020-24666 
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24666

CVE-2020-24669 
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24669

CVE-2020-24670 
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24670
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