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Configuring Pentaho with IWA

Overview

Pentaho can be configured to use many mechanisms for authentication and authorization, such as
the lightweight directory access protocol (LDAP) or database-based authentication (JDBC
authentication) from Microsoft Active Directory.

This document aims to work through the steps needed to set up Pentaho to authenticate using
Integrated Windows Authentication (IWA) with a pre-configured Microsoft (MS) Active Directory.

The intention of this document is to speak about topics generally; however, these are the specific
versions covered here:

Sorware ———————Vergon

Pentaho 8.x

The Components Reference in Pentaho Documentation has a complete list of supported software and
hardware.

Before You Begin

Before beginning, use the following information to prepare for the procedures described in the main
section of the document.

Prerequisites

This document assumes that you have knowledge of Pentaho and have already installed it and
configured it to authenticate using Microsoft Active Directory on MS Windows Server 2012 R2. More
information on this is available in Configuring Pentaho with LDAP or Active Directory in the Security for
Pentaho Best Practices.

Use Case: Single Sign-On

Janice administers an environment where users can access single sign-on (S50) to use their
Windows networking credentials to get into most web applications they use. She knows that unlike
other authentication mechanisms, Integrated Windows Authentication does not prompt the user
to enter a username and password to log into Pentaho through the web browser. Instead, the
current Windows user authentication on the computer is passed to Pentaho through the web
browser. In this way, if the user does not have access to Pentaho as configured in the Microsoft
Active directory configuration for Pentaho, then the user will be prompted to enter his or her
username and password.
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Intro to Authentication and Authorization in Pentaho

To understand how to configure Pentaho to use a database-based authentication scheme, you will
need to understand what authentication and authorization are in terms related to Pentaho. Pentaho
uses the Spring Framework for authentication and authorization purposes.

Authentication happens when the user logs in. The user is checked for validity and activity before
being able to log in.

Once the user is granted permission, we check the user's roles to determine what the user is
authorized to do in the server. The roles are assigned when the user's identity has been verified. Roles
give the user operational permissions on the server, such as Manage Security, Schedule Content,
and Manage Data Sources.

Keep in mind that a user may be able to open a report, but not allowed to see the contents; this
is not to be confused with authorization. Being able to see the contents of a report is controlled
through Mondrian roles in analyzer reports. These are security-constrained accesses and are
beyond the scope of this document.
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Installing and Configuring Tomcat 1IS Connector

You can download the tomcat_iis_connector at Apache’s site, and then configure it. You can find
details on these topics in the following sections:

e Install Tomcat IIS Connector
e Configure Tomcat IIS Connector

Install Tomcat IIS Connector

The downloaded ZIP file contains the configuration files necessary for the Internet Server Application
Programming Interface (ISAPI) filter to run and communicate with Pentaho’s Tomcat.

1. Extract the downloaded zip file and place the contents in a convenient folder in your C:\
drive, such as C:\tomcat_iis_connector.

2. Ifyou extracted the Apache JServ Protocol (AJP) Connector to a directory other than the
default (C:\tomcat_iis_connector):

a. Editthe isapi_redirect.properties file and make sure that the log_Ffile,
worker_fFile, worker_mount_file and rewrite_rule_file properties point to
the correct locations.

3. Open /tomcat_iis_connector/conf/workers.properties.minimal and change the
AJP port number to the port number you have configured in your
/tomcat/conf/server . xml file.

The AJP port is configured to 8009 in Pentaho’s /tomcat/conf/server .xml. If you wish to
use a different port number, make sure to change both files accordingly.

4. Make sure the following Windows accounts have full access to the
C:\tomcat_iis_connector folder and to the folder where the Pentaho Server is installed:
11S_1USRS
IUSR

11S_IUSRS is a built-in security group, and 1USR Is a built-in IIS account.

Configure Tomcat IIS Connector

To get the connector working, you must first set up a registry value for the tomcat_iis_connector:

1. Make sure you back up your registry.
2. Run regedit as a Windows administrator.
3. Find the key: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\
a. Create one new key entry there called Jakarta Isapi Redirector.
b. Create another new key entry named 1.0. Under this key, create six new string
values as shown in this table:
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extension_uri
log _file
log_level
worker_file

worker_mount_file

A A W N =
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Table 1: String Values for Key Entry 1.0

(Leave blank)

/jakarta/isapi_redirect.dll

C:\tomcat_iis_connector\ logs\isapi_redirect.log

error

C:\tomcat_iis_connector\conf\workers.properties

C:\tomcat_iis_connector\conf\uriworkermap.properties

The result of creating these string values should look like this:

&

File Edit View Favorites Help

Registry Editor

478 Computer
.p HKEY_CLASSES ROOT
I HKEY_CURREMT_USER
4 HKEY_LOCAL_MACHINE
I~ |y BCDODODODOO
I»- |, HARDWARE
b~ SAM
-y SECURITY
4- |, SOFTWARE
| 7-Zip
Citrixe
Classes
Clients
Cygwin
. JavaSoft
. JreMetrics
. Martin Prikryl
. Microsoft
. Mozilla
. MezillaPlugins
., ODBC
| paint.net

e e e

| Policies
PostgreSQL
PostgreSQL Global Development Group

e o T i

RegisteredApplications
| Wowb432Node
b Adobe
4- || Apache Software Foundation

-

P4 Jakarta Isapi Redirector
i : 1.0
b Procrun 2.0

~ || Name
2b] (Defautt)
at)@=

b] extension_uri
3_"] log_level

28] worker file

5] worker_mount _file

Type
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Figure 1: New String Values

Data
(value not set)

Ci\tomeat_iis_connector) logs\isapi_redirect.log
error
Ci\tomeat_iis_connector,confiworkers.properties

Ci\temeat_iis_connecter\conf\uriworkermap.prop...

The entries in the registry must match the entries in the configuration files in
C:\Tomcat_I1I1S_Connector.

4. Configure the following files if you have one or more Tomcat instances (workers):
a. InC:\tomcat_iis_connector\conf\uriworkermap.properties, find the entry

/*=workerl.

i. Toenable more workers, add a worker?2 there, using a comma-separated

list.

ii. Add more workers as needed.
b. InC:\tomcat_iis_connector\conf\workers.properties, change the following
entries according to your environment:
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#

# The workers that jk should create and work with. You can add more workers
accordingly

#

worker . list=workerl

# Defining a worker named workerl and of type ajpl3.

# Note that the name and the type do not have to match.

worker .workerl.host=localhost (ip address or dns name of the Pentaho
Server)

worker .workerl.port=8009
worker .workerl.type=ajpl3

#worker.workerl.port=8009 this port is configured in tomcat/conf/server.xml
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Installation and Configuration of IIS Role

The following instructions may vary based on your installation of IIS. Below, you will find the
instructions to get Pentaho working with 1IS 8.5.

You can find details on these topics in the following sections:

e Add Server Roles

e Set Up ISAPI Filter on Web Server

e Set Up ISAPI and CGI Restrictions

e Create a Virtual Directory and Handler Mappings
e Enable Windows Authentication

e Configure IS to Handle Special Characters

Add Server Roles

Here are the steps to add server roles:

1. Under the Server Manager, select the Dashboard.
2. Addanew Server Role.
3. Under Roles, select Web Server (lIS).

[ Add Roles and Features Wizard == -

DESTINATION SERVER

Se ‘ ect server ro | es WIN-48T0AKK1 HV| PentahoSupport com

Before You Begin Select one or more roles to install on the selected server.

Installation Ty Roles Description
- Web Server provides support for HTML Web
[ Remate Access sites and optional support for ASP.NET, ASP, and

[] Remate Desktop Services Web server extensions. You can use the Web

Server to host an internal or external Web site or
to provide an environment for developers to
create Web-based applications.

[ Volume Activation Services
4 [H] Web Server (IIS) (13 of 43 installed)

4 (=
[ [W] Common HTTP Features (4 of 6 installed)
(W] Health and Diagnostics (1 of 6 installed)
| [m] Performance (1 of 2 installed)
I (] Security (3 of © installed)
pom Application Development (3 of 11 installed)

b [ FTP Server

W] Management Tools (1 of 7 installed)

[] Windows Deployment Services

[[] Windews Server Essentials Experience

] Windows Server Update Services -

| | = |
Figure 2: Add Roles and Features Wizard
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= Add Roles and Features Wizard
Select server roles

aefore You Begin Select one or more roles to install on the selected server.

Installation T

Roles

[[] NET Extensibility 4.5
[] Application Initialization

4. Select Application Development, and then select ISAPI Extensions and ISAPI Filters.

_I:I-

DESTINATION SERVER
WIN-48T0OAKK1HVI PentahoSupport com

Description

Application Development provides infrastructure
for developing and hosting Web applications.
Use these features to create Web content or

] ase extend ths. functionality of IIS. These

00 aseaer 3 cymaric apertons e esuk e reaon of
[] ASP.NET 4.5 HTML eutput, which IS then sends to fulfill

7| CG client requests.

v

V] 1SAP stalled

[1 Server Side Includes
[ WebSocket Protocol
[] FTP Server
= Management Tools {1 of 7 installed)

[] Windows Deployment Services
[] Windows Server Essentials Experience
[[] Windows Server Update Services

Figure 3: Add Roles and Features Wizard

Cancel

5. Proceed to installation by clicking on Next, and then Install.
Set Up ISAPI Filter on Web Server

Once installation is complete, open the 1IS Manager. Follow these steps to set up an ISAPI filter on
your web server.

1. Select your web server (lIS Server).
2. Click ISAPI Filters.
3. Under Actions, click Add.
4. There, enter the following:
a. Description: isapi_redirect
b. Path: Click the click on the ellipsis (...) button and search for the
isapi_redirect.dll.is (tomcat_connector).
5. Click OK.

Set Up ISAPI and CGlI Restrictions

Now, follow these steps for setting up ISAPI and CGl restrictions:

1. Select your server.
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2. Open ISAPI and CGI Restrictions from the features view.

f@ @ ‘Gi » WIN-4870AKKTHVI »

File View Help

‘Connections

Q- Y qg. WIN-4870AKK1HVI Home
& Start Page

X Filter: + W Go - (G Show All | Groupby: A - -
485 WIN-487DAKKTHVI (PENTAHOCUSTOMER  administrat| & sl res =
(23 Application Pocls 15

& Sites. = Ta
P " g4 o BB
Authentic. CGl Compression Default Directory Error Pages FastCGI Handler i
Document  Browsing Settings  Mappings  Respon.. | CGl |
_ - 5 o = o  Restrictions }
B = &#

= & ety
Logging  MIME Types  Modules

&1

o=
Qutput Request

Server ‘Worker
Caching Filtering ~ Certificates  Processes
Management ~
3
B &
i,
Configurat...  Feature Shared

Editor  Delegation Configurat.

Figure 4: ISAPI and CGl Restrictions

For ISAPI or CGl path, click on the ellipsis (...) button and search for the
isapi_redirect.dll.

In the description field, type isapi_redirect.

073!_ ISAPI and CGI Restrictions

t Use this feature to specify the ISAP| and CGI extensions that can run on the Web server,
|
Group by: Mo Grouping =
Descripfion Restriction

Path
isapi_redirect Allowed

Cihtemcat_iis_connectoriisapi_redirect.dll

Edit ISAPI or CGI Restriction _
ISAPI or CGl path:

C\tomcat_iis_connector\isapi_redirect.dll

Description:

| isapi_redirect

Allow extension path to execute

ok ||

Cancel |

Figure 5: Edit ISAPI or CGl Restriction

Create a Virtual Directory and Handler Mappings

Follow these steps to create a virtual directory and handler mappings:

1. In1IS Manager, right-click on the default website and choose Add Virtual Directory.
2.

Enter jakarta in the alias field and then choose the path of the isapi_redirect.dll as
the physical path.
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Internet Information Services (lIS) Manager

AKKIHVI » Sites » Default Web Site  » jakarta »

ialarta Hama

Edit Virtual Directory [ = [

TAHOCUSTOMER\adrminist -E-
Site name:  Default Web Site
Path: ! j z?iﬂ
Bges Handler
Mappings
|jakarta

Example: images
Physical path:

|C:\t0mcat_ii5_c0nnect0r | |I|

Pass-through authentication

| Connect as... | | Test Settings... |

| oK | | Cancel

Figure 6: Edit Virtual Directory

Click OK then select the Jakarta virtual directory.

From the Features view, double-click on Handler Mappings, and select ISAPI-dII.

From the Actions bar, select Edit Features Permissions, and make sure that Read, Script,
and Execute are selected.

Handler Mappings

[l

Use this feature to specify the resources, such as DLLs and managed code, that handle responses for specific request types.

Group by: State -

s

Name Path State Path Type Handler Entry Type
Enabled -~

CGl-exe *.exe Enabled File CgiModule Inherited
1SAPI-dlII *dll Enabled File IsapiModule Inherited
OPTIOMSVerbHandler 1 Edit Feature Permissions _ tocolSupportModule Inherited
TRACEVerbHandler 1 tocolSupportModule Inherited
StaticFile 1 Permissicns: ticFileModule DefaultDocu.,.  Inherited

Read

Script

Execute
oK | | Cancel

Figure 7: Handler Mappings
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Enable Windows Authentication

Here are the steps for enabling Windows authentication:

1. On lIS Manager, select the default website.
2. Double-click on Authentication.
3. Make sure Anonymous Authentication is disabled.
4. Make sure Windows Authentication is enabled.
File View Help
3 - 7 |8 @ Authentication

& Start Page

HE. . Group by: Mo Grouping =
485 WIN-4870AKKTHVI (PENTAHOCUSTOMER\administrat

[} Application Pools . Name - Status Response Type
4.[8] Sites i Anonymous Authentication Disabled
;1.@ Default Web Site ASP.MET Impersonation Disabled
;,..___; jakarta Basic Authentication Disabled HTTP 401 Challenge
b conf Windows Authentication Enabled HTTP 401 Challenge

b -] logs

Figure 8: Default Website Authentication

5. On IS Manager, select the Jakarta virtual directory.
6. Double-click on Authentication.
7. Make sure Anonymous Authentication is disabled.
8. Make sure Windows Authentication is enabled.
File View Help
Connections
2|2 IR . Authentication

& Start Page

C = Group by: Mo Grouping -
85 WIN-4B70AKKTHVI (PENTAHOCUSTOMER\administraty

2} Application Pools Name “ Status Response Type
4.6 Sites Ancnymous Authentication Disabled
",.@ Default Web Site ASP.NET Impersonation Disabled
4 4o jakarta Basic Authentication Disabled HTTP 401 Challenge
b | conf Windows Authentication Enabled HTTP 401 Challenge

b logs

Figure 9: Jakarta Authentication
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Configure 1IS to Handle Special Characters

Here are the steps to configure IIS to handle special characters:

1.
2.
3.

Open IIS Manager.

Click on the default website.

Click on Actions, and then select Explore. It should open in the C:\inetpub\wwwroot
folder where you will find the web .config file.

Add the following entry under <system.webServer>:

<security>

<requestFiltering allowDoubleEscaping="true'></requestFiltering>

</security>

Add the following entry inside <system.webServer>:

<system.web>
<httpRuntime requestPathlnvalidCharacters="" />

</system.web>

Save the web.config.
Restart IIS on the default website.
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Pentaho Configurations

This section contains the configuration steps for your Pentaho installation. You can find details on
these topics in the following sections:

e Set tomcatAuthentication to False

e Enable preAuthenticatedProcessingFilter

e Configure authenticationManager

e Configure preAuthenticatedProcessingFilter
e Configure preAuthenticationProvider

e Configure exceptionTranslationFilter

e Configure exceptionTranslationFilterForWs

Set Tomcat Authentication to False

Follow these steps to set tomcatAuthentication to False:

1. Locate the following file: Pentaho-server/tomcat/conf/server.xml
2. Locate the AJP connector entry and change it from:

<I-- Define an AJP 1.3 Connector on port 8009 -->

<Connector URIEncoding="UTF-8" port="8009" protocol="AJP/1.3"
redirectPort="8443" />

To this:

<I-- Define an AJP 1.3 Connector on port 8009 -->

<Connector URIEncoding="UTF-8" port="8009" protocol="AJP/1.3"
enableLookups="false"™ tomcatAuthentication="false" redirectPort="8443" />

Enable Preauthenticated Processing Filter

These steps will help you enable preAuthenticatedProcessingFilter:

1. Locate the following file: \pentaho-server\pentaho-
solutions\system\applicationContext-spring-security.xml

2. Locate the FilterChainProxy and replace the patterns using this text:
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<sec:filter-chain pattern="/api/repos/dashboards/print"
Tilters="securityContextHolderAwareRequestFilter,httpSessionPentahoSessionC
ontextlntegrationFilter,httpSessionContextlntegrationFilter,preAuthenticate
dSecurityFilter,httpSessionReuseDetectionFilter, logoutFilter,authentication
ProcessingFilter,basicProcessingFilter,requestParameterProcessingFilter,ano
nymousProcessingFilter,sessionMgmtFilter,exceptionTranslationFilter,filterl
nvocationlnterceptor™ />

<sec:filter-chain pattern="/webservices/**"
filters="httpSessionPentahoSessionContextlntegrationFilter,httpSessionConte
xtlntegrationFilter,preAuthenticatedProcessingFilter,basicProcessingFilter,
anonymousProcessingFilter,sessionMgmtFilter,securityContextHolderAwareReque
stFilterForWs,exceptionTranslationFilterForWs, filterlInvocationlnterceptorFo
rws” />

<sec:filter-chain pattern="/api/repos/**"
Tilters="httpSessionPentahoSessionContextintegrationFilter,httpSessionConte
xtIntegrationFilter,preAuthenticatedProcessingFilter,basicProcessingFilter,
requestParameterProcessingFilter,anonymousProcessingFilter,sessionMgmtFilte
r,securityContextHolderAwareRequestFilterForWS,exceptionTranslationFilterFo
rWS, filterInvocationlnterceptorForWS,preFlightFilter” />

<sec:fTilter-chain pattern="/api/**"
Filters="httpSessionPentahoSessionContextlntegrationFilter,httpSessionConte
xtIntegrationFilter,preAuthenticatedProcessingFilter,basicProcessingFilter,
requestParameterProcessingFilter,anonymousProcessingFilter,sessionMgmtFilte
r,securityContextHolderAwareRequestFilterForWS,exceptionTranslationFilterFo
rWS, filterInvocationlnterceptorForWs"” />

<sec:filter-chain pattern="/plugin/reporting/api/jobs/**"
filters="httpSessionPentahoSessionContextlntegrationFilter,httpSessionConte
xtiIntegrationFilter,preAuthenticatedProcessingFilter,basicProcessingFilter,
requestParameterProcessingFilter,anonymousProcessingFilter,sessionMgmtFilte
r,securityContextHolderAwareRequestFilterForWS,exceptionTranslationFilterFo
rWS, filterInvocationlnterceptorForWS,preFlightFilter” />

<sec:filter-chain pattern="/plugin/**"
filters="httpSessionPentahoSessionContextlntegrationFilter,httpSessionConte
xtIntegrationFilter,preAuthenticatedProcessingFilter,basicProcessingFilter,
requestParameterProcessingFilter,anonymousProcessingFilter,sessionMgmtFilte
r,securityContextHolderAwareRequestFilterForWS,exceptionTranslationFilterFo
rWS, filterInvocationlnterceptorForWs" />

<sec:Tilter-chain pattern="/**"
Filters="httpSessionPentahoSessionContextintegrationFilter,httpSessionConte
xtIntegrationFilter,httpSessionReuseDetectionFilter, logoutFilter,preAuthent
icatedProcessingFilter,authenticationProcessingFilter,basicProcessingFilter
,requestParameterProcessingFilter,anonymousProcessingFilter,sessionMgmtFilt
er,securityContextHolderAwareRequestFilter,exceptionTranslationFilter,filte
rinvocationlnterceptor™ />
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Configure Authentication Manager

Follow these steps to configure authenticationManager:

1. Locate the following file: \pentaho-server\pentaho-
solutions\system\applicationContext-spring-security.xml

2. Replace the following authenticationManager:

<bean id="authenticationManager"
class="org.springframework.security.authentication.ProviderManager">

<constructor-arg>

<util:list>

<pen:bean
class="org.springframework.security.authentication.AuthenticationProvider'/
>
<ref bean=""anonymousAuthenticationProvider" />
</util:list>
</constructor-arg>
<property name="authenticationkEventPublisher">
<ref bean="defaultAuthenticationEventPublisher”™ />
</property>
</bean>

3. Add the following authenticationManager:

<I-- AUTHENTICATION -—>

<bean id="authenticationManager"
class="org.springframework.security.authentication.ProviderManager">
<constructor-arg>
<util:list>
<ref bean="preAuthAuthenticationProvider" />
<ref bean="anonymousAuthenticationProvider'/>
</util:list>
</constructor-arg>
<property name="authenticationEventPublisher'>
<ref bean="defaultAuthenticationEventPublisher" />
</property>

</bean>
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Configure Preauthenticated Processing Filter

In the same file, add the following bean for preAuthenticatedProcessingFilter:

<l-—- WA -->
<bean id="preAuthenticatedProcessingFilter"

class="org.pentaho.platform.web.http.security.UsernameSubstringPreAut
henticatedProcessingFilter' >

<property name="authenticationManager'>
<ref bean="authenticationManager"/>

</property>

<property name="regex" value=""_+\\(.+)"/>

</bean>

Configure Preauthentication Provider

In the same file, add the following bean for preAuthAuthenticationProvider, just below the
preAuthenticationProcessingFilter:

bean id="preAuthAuthenticationProvider"
class="org.springframework.security.web.authentication.preauth.PreAuthentic
atedAuthenticationProvider™ >

<property name="preAuthenticatedUserDetailsService'>

<bean id="userDetailsServiceWrapper"
class="org.springframework.security.core.userdetails.UserDetai lsByNameServi
ceWrapper'>

<property name="userDetailsService"
ref="ldapUserDetailsService" />

</bean>
</property>

</bean>
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Configure Exception Translation Filter

Here are the steps for configuring exceptionTranslationFilter:

1.

Locate the following file: \pentaho-server\pentaho-
solutions\system\applicationContext-spring-security.xml

Locate the following bean: exceptionTranslationFilter:

<bean id="exceptionTranslationFilter"
class="org.springframework.security.web.access.ExceptionTranslationFilter' >

<constructor-arg ref="authenticationProcessingFilterEntryPoint"/>
<property name="accessDeniedHandler"'>

<bean
class="org.springframework.security.web.access.AccessDeniedHandlerImpl* />

</property>

</bean>

Replace it with the following bean declaration:

<bean id="exceptionTranslationFilter"
class="org.springframework.security.web.access.ExceptionTranslationFilter'>

<constructor-arg ref="preAuthenticatedProcessingFilterEntryPoint” />
<property name="accessDeniedHandler">

<bean
class="org.springframework.security.web.access.AccessDeniedHandlerImpl* />

</property>

</bean>

Add the following bean, below the exceptionTranslationFitler

<bean id="preAuthenticatedProcessingFilterEntryPoint"
class="org.springframework.security.web.authentication.Http403ForbiddenEntr
yPoint™ />
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Configure Exception Translation Filter for WS

These steps will help you configure exceptionTranslationFilterForWs:

1.

Locate the following bean:

<bean id="exceptionTranslationFilterForWs"
class="org.springframework.security.web.access.ExceptionTranslationFilter'>

<constructor-arg ref="basicProcessingFilterEntryPoint"/>
<property name="accessDeniedHandler">

<bean
class="org.springframework.security.web.access.AccessDeniedHandlerImpl" />

</property>

</bean>

Replace it with the following bean:

<bean id="exceptionTranslationFilterForWs"
class="org.springframework.security.web.access.ExceptionTranslationFilter'>

<constructor-arg ref="preAuthenticatedProcessingFilterEntryPoint"” />
<property name="accessDeniedHandler">

<bean
class="org.springframework.security.web.access.AccessDeniedHandlerImpl" />

</property>

</bean>

Save your changes.

Restart Pentaho Server.

Test the changes. You should be able to log into the URL served by IIS. Go to Internet
Explorer and type the following URL: http://localhost/pentaho/.
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Configuring Pentaho with IWA

Related Information

Here are some links to information that you may find helpful while using this best practices document:

e Apache Tomcat

o Download Tomcat Connectors
e Pentaho Documentation

o Components Reference

0 Security for Pentaho Best Practices

o Switch to Integrated Windows Authentication
e Spring

0 Spring Framework

Finalization Checklist

This checklist is designed to be added to any implemented project that uses this collection of best
practices, to verify that all items have been considered and reviews have been performed.

Name of the Project:

Date of the Review:

Name of the Reviewer:

Did you install and configure

the Tomcat IS Connector? YES NO

Did you configure the lISrole? | YES NO

Did you configure your

Pentaho software? YES NO
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http://tomcat.apache.org/download-connectors.cgi
https://help.pentaho.com/Documentation/8.2/Setup/Components_Reference
https://support.pentaho.com/hc/en-us/articles/360001994091-Security-for-Pentaho
https://help.pentaho.com/Documentation/8.2/Setup/Administration/User_Security/SSO#Switch_to_Integrated_Windows_Authentication_(IWA)
https://projects.spring.io/spring-security/
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